Introduction
In the 1995 Great Hanshin-Awaji Earthquake, bills were widely posted as a means of distributing information in the disaster-afflicted area. Resident safety and evacuation information and emergent risk assessment results were directly posted on damaged buildings, and in this manner information was communicated within the disaster area. This example highlights the importance of establishing a system that can be used in rescue operations for the rapid collection of information scattered throughout an affected area; such a system could rely on manpower, rescue robots, or other elements that are independent of existing means of communication. This feature would prove particularly important in the event of a large-scale disaster that would likely cripple the communication infrastructure. An RFID tag (for Radio Frequency Identification, a type of electronic tag) is a small device that can store, input, and output data through non-contact means. In addition to its wide use as a non-contact IC card, the RFID tag is on its way to becoming commercially feasible for attachment to merchandise and cargo in the logistics industry. In addition to logistics applications, a range of uses in other fields, including firefighting and disaster prevention, were recently highlighted in a report by a study group (MIC, 2004Mar) organized by the Ministry of Internal Affairs and Communications. Given the anticipated arrival of a " ubiquitous information society" in which RFIDs are embedded in large quantities in house walls, and in traditional utility poles along the road for normal use, the authors are moving ahead with development of an RFID writer/ reader designed to write or read rescue-related information to or from an RFID. This device could serve as an information resource for rescue work in the disaster area and allow disaster victims or rescue workers outside of the disaster area to collect needed information instantaneously, in large quantities, and in a non-contact fashion, informing those outside the afflicted area of the conditions within the region. This chapter describes such RFID writer/ reader, followed by a discussion of an information sharing system using the device and thoughts on the further potential of an overall damage information collection system.
Development of an RFID writer/reader to collect damage iInformation
This section outlines the RFID and provides a description of the development to date of the RFID writer/ reader device based on anticipated application to the collection of damage information.
Fig. 1. Example RFID
The basic IC is 0.1 to several square millimeters, with its own storage capacity ranging from around ten bytes to several tens of Kbytes. The IC also has memory and logic circuitry as well, allowing it to perform processes such as computation, authentication, and encryption. In Japan, two frequency bands-13.56 MHz and 2.45 GHz-are the main radio frequency bands assigned to RFID. The maximum communication distance between the RFID and interrogator is roughly 70 cm for the 13.56-MHz band and roughly 1.5 m for the 2.45-GHz band, in accordance with regulations under Japan's Radio Wave Law. In Japan, frequencies from 950 MHz to 956 MHz have been available for use in 2005, which has enabled the design of RFIDs capable of communication over longer distances. RFIDs are classified into two types: an active type incorporating a battery, and a passive type that does not require a battery. A passive RFID modulates the carrier wave sent from the interrogator with the information written in the RFID's storage area and returns the signal to the interrogator, transferring the information. With a rectifying circuit in the antenna, this type of RFID receives the power to reflect the signal by rectifying the electromagnetic wave received from the interrogator. While in areas such as logistics, the passive type is the mainstay device due to its lower cost and maintenance-free design, battery-driven RFIDs can extend the distance of communication with the interrogator and can actively transmit information-functioning as a beacon, for example. An a ddit ion a l t ype of R F I D h a s been developed t h a t a llows n ot on ly r ea din g of da t a previously written to the RFID (as in read-only devices) using the interrogator, but also permits write operations to the RFID using the same interrogator. RFIDs are characterized by better reading efficiency per unit time (relative, for example, to barcodes) thanks to the ability to read multiple RFIDs at once (so-called " multi read" ). Moreover, the manufacturing cost of a single RFID has dropped to approximately several tens of yen, paving the way for further cost reduction through increased production volumes.
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Outline of the RFID writer/reader under development
The authors have performed on the development of a 2.45-GHz passive RFID writer/ reader. We have already developed three types of writer/ readers: a cart-mounted device, a backpack-mounted device, and a handheld device. Designed to be battery-driven and portable under the assumption that it will be carried into disaster-stricken areas, the writer/ reader under development is comprised of an antenna section, handling write and read operations to and from an RFID; a main body; a notebook PC controlling the main body; and batteries supplying power to these devices. While some RFID writer/ readers are already commercially feasible for use as hand-held inventory terminals, most such terminals can only read an RFID upto several centimeters away, as with barcodes. However, assuming the necessity of reading a difficult-to-reach RFID in the event of a disaster (such as one buried under rubble), extending the readable distance is an obvious necessity. The possible communication distance of the authors' system is roughly 2 m at present. At the beginning of the development process, a high-output stationary writer/ reader requiring a private radio station license was modified and rendered portable by adding batteries, in an attempt to secure the longest readable distance with a passive RFID available in Japan today with a portable device. However, since reduced size is critical for mobile activities in disaster areas, a low-output device was adopted, at the expense of readable distance. We should note here that although they allow extension of readable distance, active RFIDs require periodic tag-battery replacement. This poses the difficult challenge of replacing large quantities of tag batteries to prepare for a disaster that could occur at any time. Further, many RFIDs are read-only (that is, they send only a fixed tag ID), rendering them unsuitable for collection of damage information. RFIDs are generally used in a client/ server configuration in which the RFID is commonly employed as an identifier (ID), and the server retrieves information from a database under its control via a network using the read ID as a key. The authors' system, in contrast, is designed to use the RFID for data storage, with all necessary information written to the RFID based on the assumption that the client/ server system will not function at the time of a large-scale disaster. The following sections provide an outline of developments.
Cart-mounted type
The cart-mounted type has the following basic functions in writing and reading information to and from the RFID: -Writing Japanese character strings to a single RFID (simplified write function) Clearing a tag to an empty state by deleting read data from the RFID (retrieval function) Early in this development, we restricted the data to be exchanged to Japanese character strings (text data), assuming that damage information would be written and read in natural language. Fig. 3 illustrates an example of a screen for the simplified write function, and Fig.  4 shows an example of a screen for the read function. 
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For the successful deployment of this system in society, RFIDs must be ubiquitous, or present everywhere in high concentrations. To this end, it is important to be able to use this system for commercial purposes (e.g., proving store information) in ordinary periods and then to switch to damage information collection in the event of a disaster. Voice synthesis of information from RFID would represent an expansion beyond the range of ordinary commercial applications; accordingly, a function in which Japanese character strings are read in real time via voice synthesis was incorporated. The RFID (" Intellitag" from Intermec) memory consists of 128 bytes, and can be broken down as follows: Thus, 100 bytes of Japanese character strings are writable to each tag (50 characters in twobyte character format). Write function consists of automatic selection, from within the antenna's field of view, of an empty tag (i.e., with no written information) followed by writing of information to the tag. Fig. 5 presents a screen state transition diagram of the write function. A specific example of processing is given below. When the user enters " Test Writing," a character string to be written in the Japanese Data field, from the keyboard and presses the Start button, the system enters the waiting state for numeric key input. Fig. 6 illustrates the screen in this state. Here, the user uses a numeric key to select Proceed (to proceed with writing), Change Input Character String, or End. When the user selects Proceed (to proceed with the write operation), the system reads tags within the antenna's field of view ( Fig. 7 shows that there were four tags in the field of view) and automatically selects one empty tag (i.e., a tag with a blank Japanese Data field) (Fig. 7 shows that the tag with the ID " 03c312508144a000" has been selected), writing the character string " Test Writing" to that tag. Fig. 7 illustrates the screen after the character string is written.
Proceeding from the screen in Fig. 7 , the user returns to the screen in Fig. 6 . Here, if the user wishes to enter another character string, this is executed from the keyboard, and the write process begins again. The system automatically selects one empty tag from among those in the antenna's field of view ( Fig. 8 shows that the tag with ID " 0385b1508144a001" has been selected), and writes the character string " Test Writing 2" to that tag. Fig. 8 shows the screen displayed after the character string is written. Retrieval function consists of clearing a tag to an empty state by deleting previously read data from the tag; new data can then be written to the RFID. Fig. 9 shows a screen state transition diagram of the retrieval function. A specific processing example is given below. When the user presses the on-screen Start button from the keyboard, the system enters the waiting state for numeric key input. Fig. 10 shows the screen in this state. Here, the user selects Proceed (to retrieve data) or End, via numeric key. When the read data is saved, the system enters the waiting state for a request to delete the data from the read tag. Fig. 12 shows the screen in this state. The user selects Delete or Stop (end without deleting).
Fig. 12. Retrieval Function Screen (waiting for deletion processing)
When the user selects Delete, the data that has been saved will be deleted from the tag with the ID " 056571508144a002" , emptying the tag. Fig. 13 shows the tag in the empty state. 
Backpack-mounted type
The conventional cart-mounted system has been redesigned to be wearable by someone on foot. The wearable system is shown at the center of F ig. 2. With this system, the RF ID writer/ reader and the batteries are piggybacked, with the control PC suspended from the shoulders like a drawing board.
The following four achievements were additionally realized in the backpack-mounted type: -Announcement of operating conditions via voice synthesis -Binary data division write and retrieval functions -Control function via TCP/ IP -Security function Explanations are as follows: 1. Announcement of operating conditions via voice synthesis The developed system was geared toward eventual miniaturization to handheld size. The aim was therefore to enable the basic write and retrieval functions to be employed without viewing the screen and through operation of the buttons at hand. A function to announce screen status via voice synthesis was therefore added to those developed. Since the function of reading out data via voice synthesis had already been developed, the announcement function was realized through the incorporation of this read-out function. 2. Binary data division write and retrieval functions Functions have been developed to write binary data, available in advance in the control PC, to an empty RFID, together with a file name; binary data read from an RFID in the control PC can then be saved as a file. Here we should note that the data capacity of 100 bytes may be insufficient for binary data when this data becomes available. For this reason, a function has been developed to divide and write binary data automatically to multiple empty RFIDs within the system's field of view if target binary data size exceeds the capacity of a single RFID. Conversely, another developed function reads and merges partial data items stored in a divided manner in multiple RFIDs, thus restoring the data to the original file. These developments lessen the limitations of RFID capacity within the system. Fig. 14 shows the screen state transition diagram of the binary data division write functions. Fig. 14 shows an example of dividing and writing binary data under the file name " swtt.txt" to three RFIDs. The user specifies the file name of the data to be written in advance in the initial setting file. Next, a screen state transition diagram of the binary data retrieval and merge functions is illustrated in Fig. 15 . shows an example of reading binary data that has been divided and written to three RFIDs. This data is read one element at a time, with each data item deleted in sequence (in a process referred to as " clearing" ) when all three pieces of data have been read. The three binary data items are merged to generate a binary file named " swtt.txt" ; the data is then saved to the control PC. The user specifies the folder in which to save the generated binary file in advance in the initial setting file. The tag memory for the binary data division write and retrieve functions described in the present section can be broken down as follows: The present functions require that the file name of the original data before division, the division sequence, and additional data be written to each tag. The size of the binary data writable to a single tag is therefore 96 bytes, smaller than that of the Japanese character strings described in Section 2.3. The functions to handle binary data described in this section will be employed to develop applications designed to take advantage of RFIDs in various applications. Demonstrating the usefulness of RFID in a variety of applications in normal periods and at the time of a small-scale disaster (such as a normal fire), as well as in the event of a large-scale disaster, is expected to spur widespread use. For example, if binary data encrypted in advance-such as building position (precise GIS [Geographical Information System] coordinates), construction type, room arrangement, resident information (e.g., number of residents, contact information) and presence/ absence of hazardous substances-is compressed and registered in an RFID attached to a building, then this information will be accessible from the RFID in the rescue team's command vehicle in the event of a normal fire, enabling rapid fire response and rescue. These application examples will be discussed further in Section 3. 3. Control function via TCP/ IP Interfaces controllable via TCP/ IP have been provided in the writer/ reader, allowing the device to be activated and operated from other applications within the control PC; this will also enable operation of the device from a remote PC via network.
Security function
As the use of RFID tags becomes more and more widespread, countermeasures against tampering (security issues) and unauthorized reading (privacy issues) will increase in importance. Accordingly, we also studied the possibility of access control through information encryption and using the unique IDs of RFID tags. (Takizawa et al., 2004Jan) 2.6 Handheld-type Although wearable, the backpack-mounted type was too large for mobile activities at a disaster site. We therefore developed a smaller writer/ reader allowing use of the same RFID technology. The smaller device is illustrated at right in Fig. 2 . The main body of the writer/ reader is of a size enabling insertion into the card slot of a notebook PC, with the antenna width reduced to roughly 1/ 4 of the original.
In the handheld-type, a function has been developed to write and read assessment results to or f r om a n R F I D t a g i n c oor di n a t i on wi t h a n a ppl i c a t i on t h a t di s pl a ys e m e r ge n t r i s k assessments and accepts assessment results in binary data form. This function is intended to check previous building data against the current status for a rapid assessment of damage. Assessment results are electronically deposited on-site for use among other rescuers at the time of a large-scale disaster, thus avoiding duplicative investigation, streamlining relief subsidy and other formalities, and contributing to the timely establishment of a detailed disaster database. Fig. 16 shows the entry application screen for the emergent riskassessment results. Here we must note that the communication distance possible with the RFID shrank due to the weaker radio wave output of the writer/ reader (relative to the backpack-mounted type). An R F I D s ys t em in t h e U HF ba n d is expect ed to provide communication over longer distances. In the next section, we describe the real performance of RFID system in the UHF band 2.7 RFID system in the UHF band to support firefighting In FY2000, the Fire and Disaster Management Agency (FDMA) Japan developed an information system to support firefighting (FDMA, 2004) . This system is mainly designed to locate firefighters deep underground or in other areas in which firefighting is difficult, where GPS and wireless communications are unavailable. Inertial navigation system devices worn by firefighters obtain location information, which is conveyed via ad-hoc communication or other means to the field command center. Here, firefighter locations are displayed on a 3D numerical map. Absolute location information transmitted from RFIDs attached to the evacuation lights indicating the escape route is used for error correction of this location information, and RFID reader/ writers worn by the firefighters are used to receive and correct the absolute location information. In this system, the RFIDs attached to the evacuation lights are battery-powered active tags that emit trace radio waves on the 300-MHz band. This type of RFID is expensive, and because it emits radio waves like a beacon, the battery must be replaced regularly. These RFIDs cannot be used for other purposes, as rewriting the requisite data afterward is difficult. Thus, several factors must be overcome before the system is likely to become popular. In addition, signals from active tags can be received from approximately 10 m away, a distance at which location information is much more accurate than data from the inertial navigation system devices; this has led to problems with location correction. Replacing these RFIDs with passive tags (which do not require batteries) would make the system more affordable and easy to maintain. It would also enable the addition of information and support logistical management of the evacuation lights. Firefighting surveillance information could be recorded after installation. Replacing the tags in this manner would thus prove an effective way to popularize the system. However, one concern with passive RFIDs is that their effective range is shorter than that of active RFIDs. A shorter range may result in unsuccessful location correction when firefighters are working near the evacuation lights, which defeats the system's main purpose. For passive RFIDs, the frequency band yielding the longest range is said to be the UHF band (950-956 MHz). Thus, the author, who has participated in the development of this system, verifies whether replacing the RFIDs with passive RFIDs transmitting in the UHF band would support location correction. It is assumed that alternative RFIDs will be used just as in the current system (that is, attached to the evacuation lights) for interaction with readers/ writers worn by firefighters. Accordingly, to measure the range, we attached RFIDs to evacuation lights in a fixed position and determined the areas in which reading and writing was successful or unsuccessful when the reader/ writer was moved. The assumed mode of use is shown in Fig. 17 . As of March 2005, domestic restrictions on RFID systems operating on the UHF band are still in effect, so measurement of the characteristics was contracted to a professional with an anechoic room who was licensed to operate experimental radio stations. The measurement setup in the anechoic room is shown in Fig. 18 . The mode of use was as shown in Fig. 17 .
High-output reader/ writers (maximum: 1 W) were used, with evacuation lights and RFIDs at a height of 2.4 m and the antenna at a height of 1.5 m. Under these conditions, we varied the distance between the evacuation lights and antenna and the angle of measurement to determine the area in which RFID reading and writing was possible. Figure 19 shows an example of the relationship of antenna position to successful read rate, with the evacuation lights and RFIDs at the starting point. The unit of the scale in Figure 14 is meter.We determined that the RFIDs could be read at a distance of approximately 4 m from the evacuation lights, if read in the area in front of the lights. Location correction requires reading at a distance of less than 4 m from the evacuation lights. Thus, because the experimental mode used did not differ in this regard from the current system using active RFIDs, we can conclude that replacing active RFIDs with passive ones will pose no difficulty in terms of location correction. However, taking size, power consumption, and radio station license requirements into consideration, it is more appropriate to use low-output types (maximum: 10 mW) that do not require a license, such as the reader/ writers worn by firefighters. Technical requirements governing reading and writing performance by these low-output units will be established in time, and verific a t i o n w i l l b e r e q u i r e d a f ter experimental devices are developed. Details of the results of these measurements have been published in an FDMA document; specifically, a FY 2004 report by a development committee working on information systems to support firefighting in challenging underground areas (FDMA, 2005) .
3. Information sharing system and damage information collection system using RFID (Takizawa et al., 2004Jun) 
Introduction
It is widely recognized that rescue efforts of fire departments, the police, the Self-Defense Forces, and others were not smoothly executed in the Great Hanshin-Awaji Earthquake. Among the causes for this unsatisfactory response were delays in the collection of damage reports and resultant improper assignment of personnel, an overall shortage of personnel, and delays in support activities of personnel outside the afflicted area (due to a lack of understanding of the geography of the disaster region). In contrast, examples were seen in which many people were rescued by the local community-neighbors, volunteers from disaster-prevention organizations, and volunteer firefighters-without the assistance of the fire department, the police, or the Self-Defense Forces, as witnessed in Hokutancho, Tsunagun, Hyogo. The efficiency of the search for survivors was enabled by information: these neighbors and volunteers knew how many people lived where, where the elderly were located, and so on. In urban areas, however, where community ties are weaker, few know their neighbors. To gain an accurate grasp of those in need of rescue under these circumstances, there must be some way to determine numbers of family members, the whereabouts of the elderly, and more. Even in local communities, there are limits to volunteer relief and rescue efforts in times of large-scale disaster. Similarly, as we learned from the Great Hanshin-Awaji Earthquake, gathering on-site damage information is essential for public organizations such as fire departments, the police, and the Self-Defense Forces if they are to initiate strategic relief and rescue efforts and promote recovery through the appropriate deployment of personnel. At present, however, it is difficult to ensure sufficient numbers of personnel to cover an entire disaster area, leaving no alternative but to rely on estimates of earthquake ground motion and damage, as well as on information collected through the circulation of a small number of personnel.
As a possible solution, the present section discusses an information sharing system (involving individual building structures) theoretically in place before an incident and subsequently applied in large-scale disasters to recovery operations. We then discuss a damage information collection system based on the existing information sharing system. As described in Section 2.2, the authors' system is designed based on the concept that all necessary information must be written to and stored in an RFID. Therefore, we had to develop many unique functions unavailable in conventional RFID systems designed for logistics and similar applications. Once developed, these functions paved the way for deployment in the information sharing system and the damage information collection system described in the following.
Information sharing system using RFID 3.2.1 Outline of the information sharing system
The information sharing system using RFID is designed to store information-on buildings, family identification, numbers of family members, and hazardous substance in the building-in normal periods. Each building would be equipped with such a system, enabling the sharing of information (both in normal periods and in times of disaster and recovery), ensuring efficient collection of information, and preventing on-site errors. The system will serve at normal times as a source of information for economic activities, such as those related to delivery, and as an information source for relief and rescue workers in the event of a disaster. With client/ server-based information sharing using conventional information communication networks, it is impossible to call up and acquire needed information if a large-scale disaster leads to breaks or congestion in the communication network. On the other hand, equipping the buildings themselves with RFID technology, a known reliable source of information, allows for the acquisition of information in the field and enables the establishment of a highly disaster-resistant system. Such a system, based on information gathered and managed in the field, will prove significantly useful in firefighting, disaster prevention, large-scale earthquakes, and other disasters that require an urgent response. Moreover, in contrast to the client/ server-based information sharing method, which raises the concern that an individual may not be able to control all of his or her information, including privacy information (in other words, the method is based on trust in the database administrator), an RFID system maintains information under the physical control of the individual, in effect assigning access control rights to the user. This is a considerable advantage in terms of privacy management. Enabling a choice between keeping information private (in normal periods) and disclosing it voluntarily (as in times of emergency or disaster) will provide ample reassurance to most users concerned with privacy.
Use of the information sharing system
In the following we describe a series of ways in which the RFID information sharing system can be used, from building construction to times of disaster and disaster recovery. 1. Installation of " electronic nameplates" An RFID is attached as an " electronic nameplate" to a new or existing building. This refers to an existing nameplate embedded with an RFID that stores a range of information, from building information to details on resident families. Examples of data that may be stored in an electronic nameplate are shown in Table 1 . This data can be put to common use, both in normal periods and in times of disaster, as described later. Residents of the building can make any necessary changes to the stored information as the need arises. On the other hand, if the residents do not wish to disclose this information, they can forego installation of the electronic nameplate or restrict the information stored. On the other hand, measures will be taken to limit the number of the people having access to the information.
Item Information Stored Building position information
Address, latitude and longitude, etc.
Building information Building floor plan, construction type, etc. Hazardous substance information
Hazardous substances subject to mandatory registration under the Fire Services Law Life-saving information Family members, blood types, presence/ absence of the physically disabled, information about elderly residents under care, etc. Table 1 . Examples of Information Stored in Electronic Nameplates 2. Normal periods In normal periods, the positional information stored in the electronic nameplate is used for mail deliveries and courier services. On the other hand, RFID can also be used as a guidepost for the visually disabled, thanks to its ability to convey information in a noncontact manner. Moreover, reading the owner's name, address, device numbers, and other data stored in the electronic nameplate will ensure efficiency in utility meter readings, such as those for gas and electricity. Further, if electronic nameplates and equipment such as gas and electricity meters can function in a coordinated fashion, it will be possible to perform meter-reading process simply by accessing the RFID. 3. In the event of fire In the event of a fire in the building in normal periods, the information read from the electronic nameplate by a firefighter-such as the building's floor plan, resident family details, and information of hazardous substances-can improve life-saving in firefighting efforts and strategy. Meanwhile, if a resident is alone and injured, stored information on blood type, allergies, and other medical details will prove extremely useful during transportation of this person to hospital. 4. In the event of an earthquake In the event of an earthquake, a number of people may be trapped under collapsed buildings and in need of rescue. Yet most urban dwellers don't know their neighbors, and the resultant lack of information can unnecessarily impede rescue efforts. Searches can be accelerated, however, using the information from electronic nameplates. This feature will prove essential in the effective absence of a local community, listing residents who may be trapped within collapsed buildings. Further, if successful evacuees are registered as such on the electronic nameplate, those in need of rescue will be more readily identified, further reducing search times. An alternative application would involve coordinated operation with a health monitoring system adapted to perform continuous assessment of the building at the time of an earthquake, determining damage to the building simply by reading the electronic nameplate and increasing efficiency in the survey of overall damage. 5. Building damage assessment Following an earthquake, various parties perform damage assessments to aid in recovery and reconstruction, including surveys to determine the distribution of government aid. Using electronic nameplates for such surveys would streamline the flow of needed information. Included among these earthquake-related surveys are emergent risk assessments for damaged buildings, particularly important in preventing life-threatening secondary disasters (JCQIEDB, 1998); damage assessments for scientific purposes (i.e., assessment of whether a building is partially or fully collapsed); damage classification for the assessment of required repairs and reinforcements and the continued use of the building (MLIT, 2001); and victim's certificate (classification of victims) for purposes of awarding assistance. While these surveys and assessments share many common items, at present this data is not structured to flow smoothly among the various parties. Survey details stored in electronic nameplates, however, can be used by the next survey team. This ensures reduced assessment times, speeding recovery and reconstruction. Further, with surveyors sharing a variety of survey results, differences in focus and oversights will be eliminated, both offering surveyors more material for judgment and providing for greater accuracy in assessments. 6. Recovery and reconstruction During recovery and reconstruction, information relating to repair work can be added to a building's electronic nameplate, which would prove useful in future remodeling or a future disaster. Given the foregoing considerations, it is clear that information sharing using electronic nameplates can form the basis for a system that will maximize efficiency in the field.
Damage information collection system using RFID 3.3.1 Outline of the damage information collection system
The damage information collection system is designed to collect damage information efficiently in the disaster-stricken area during and after an earthquake based on the information sharing system described above, in combination with IT-based digital information terminals and RFID writers/ readers. Further, the system can be used to convey damage information to disaster response headquarters and elsewhere over existing communication networks and can help in the assessment of building damage for the phases of recovery and reconstruction. Moreover, the system can be used not only to help in the collection of damage information but can also be applied to information collection in normal periods. Additional functions are possible: display of geographical information on a 3D screen to assist in surveys, fire simulations for firefighter reference, display of local geographical information and water resources (particularly the availability of water for firefighting), and simulation/ analysis of ground motion and possible damage, for use in prediction or in the event of an actual earthquake or other disaster. It should be noted that although the present damage information collection system may be built independently of RFID writers/ readers, the system will provide a much wider range of functions when operated in coordination with these devices.
System configuration
The damage information collection system is comprised of a GPS (Global Positioning System), a notebook PC to operate the system, an RFID writer/ reader, and a field damage information collection system (Shibayama & Hisada, 2003) ; incorporating a simplified GIS developed by the authors. In addition to the above configuration, the system allows hands-free surveying when combined with a headmounted display (HMD).
Methods of use of RFID systems
1. Identifying building position and collecting damage information using " electronic nameplates" A number of systems have been researched and developed to support the collection of damage information in the field (Zama et al., 2001) ; (Fukuwa et al., 2001) , with nearly all systems using a GIS, as this system enables entry of damage information while viewing a map. However, even with a map entry of building position information entry can be slow if the user is not aware of the local geography. On the other hand, even GPS positional information is accurate only to several tens of meters, making it difficult to identify a target building among a series of adjacent buildings. To save time and effort in entering positional information, therefore, information is drawn from the electronic nameplates within the information sharing system. Matching surveyed building information on latitude and longitude, owner's name, address, and so on to a target building provides failsafe identification, improving the efficiency of collection of damage information. In addition to positional information, other building details stored in the electronic nameplate will likely prove useful in the gathering of information at the time of a disaster. 2. Using the RFID as a temporary storage device in the event of a disaster RFID devices can be used to collect damage information even outside of the information sharing system. Specifically, the system can be applied to a successive flow of damage information tasks. The assessment of building damage is a process that is already in place, and is used after earthquakes. The flow proceeds from initial survey to emergent risk assessment to damage classification to victim's certificate (victim classification), with many items of shared information among the steps. Under these circumstances, providing an RFID device for storage of damage assessment results in the field will allow common information to be written or read, drastically reducing mistakes, eliminating duplication, and ensuring greater accuracy and efficiency in surveys. 3. Information collection using " electronic nameplates" in normal periods Above we discussed the uses of electronic nameplates to determine positional information and to collect disaster data at the time of an earthquake. In addition to these applications, electronic nameplates can find numerous applications in normal periods. For example, municipalities are required to conduct urban planning or urban infrastructure development surveys, to update maps, or widen roads, for example, or to perform field surveys for building or rebuilding permits. Furthermore, fire departments must carry out surveys in response to changes in available water resources, in addition to field surveys for disaster prevention. These surveys can be streamlined using the damage information collection system and electronic nameplate information.
Strategies for widespread use
The information sharing and damage information collection systems discussed above will become functional as the use of electronic nameplates becomes more pervasive. As things stand, however, instant widespread use would be difficult to implement. In this section we will examine methods of RFID use prior to widespread adoption of electronic nameplates, in addition to strategies to encourage such widespread use.
RFID utilization method prior to widespread adoption of electronic nameplate
RFIDs do not necessarily need to be available everywhere in a city in normal periods; empty RFIDs may at these times be kept in locations such as public meeting halls or elsewhere around the city for use as temporary storage devices in the event of a large-scale disaster. These temporary RFIDs could then be activated to facilitate information sharing following a disaster.
Strategy for widespread use
In order for electronic nameplates to become pervasive, they must be highly beneficial both for the ordinary households in which they will be installed and for the entities and public organizations that will use them. Several advantages were cited above; however, despite these advantages, widespread use will not be easy to implement. The road to widespread implementation will thus lie in the specific advantages of a system in which they are employed. Electronic nameplates can store information such as building position and resident family details, and this information can be entered by residents on their own. In contrast, the ability to input building information (such as the floor plan and construction details) is generally limited to those with architectural expertise. This limitation can be overcome by allowing non-specialists to take advantage of building-related systems to acquire building information, thus eliminating one hurdle in the wide adoption of electronic nameplates. In the case of a newly built house, for example, building information can be obtained through the Government Housing Loan Corporation, (GHLC, 1950) which provides financing for home construction, or from a seismic performance evaluation system such as the House Performance Indication System. (MLIT, 1999) In the case of an existing house, on the other hand, building information can be acquired through details of building permits for additions or remodeling. If these existing systems were to reward the installation of electronic nameplates through tax reductions or otherwise, then installation would become beneficial for both residents and public organizations, thus leading to more widespread implementation.
Security Issues in the information sharing system
While the information sharing system offers the convenience of acquiring and rewriting RFID information in conjunction with a portable terminal, the risk of abuse or information tampering cannot be ignored. Accordingly in this section we will address various RFID security measures. The first possible measure would involve incorporating a locking feature on the RFID side. The RFID circuitry can be configured to remain silent; i.e., it can be programmed to ignore calls from the interrogator. Therefore, one possible scheme would consist of two coexisting storage areas in the RFID; one that responds to arbitrary calls and the other that does not (unless the lock feature is canceled), thus allowing only publicly disclosed information such as positional information and owner name to be read in normal times. Conversely, all information can be read once the lock feature is canceled in the event of a fire or earthquake. The challenge in this case lies in automating the trigger that will cancel the lock. In terms of software, encryption of information within the RFID system is essential. Requiring user authentication before reading the RFID will ensure that only those authorized may operate the writer/ reader. Alternatively, if the writer/ reader is managed with great care, then authentication may be possible on a device-by-device basis, rather than on a user-by-user basis. In this case, the writers/ readers would be ranked according to the security level of readable data. For example, writers/ readers capable of handling the most sensitive information would be limited to public safety organizations such as fire departments. One possible countermeasure against unauthorized writing to the RFIDs would consist of locking the active field at the moment the data written to that field is processed and written to the RFID. It should be noted that in light of concerns over destructive attacks on RFID hardware, possible countermeasures include some very basic ones, such as installation of the RFID in a location that is not easily accessible. Such countermeasures are particularly practical in light of the RFID's noncontact design. RFID security countermeasures are considered to represent the most important of all challenges facing widespread implementation of electronic nameplates; accordingly, the authors are currently studying the necessary security requirements and countermeasures. (Takizawa et al., 2004Jan) 
Other applications
In addition to the applications discussed in the present section, RFID may be utilized in a variety of additional ways in the event of a large-scale disaster, as follows:
1. Individual identification of victims When used as an ID card for individual identification, RFID can be used, for example, in entry/ exit control in shelters, delivery of rescue goods and determination of required amounts, and resident access control in off-limit areas (as part of burglary-prevention efforts). These applications are immediately feasible with the use of a commercial IC card reader, without requiring the installation of the RFID writer/ reader developed by the authors. 2. Information supply from utility poles RFIDs may be attached to utility poles rather than to buildings, holding information such as shelter location information (location and map data), utility pole control, and positional information. In cases in which utility lines are underground, the RFID may be attached to a tree instead. At normal times, the installer of utility poles (e.g., the power company) can use the RFID for utility pole regulation. Alternatively, when calling an ambulance or fire engine, location information can be read from the RFID on the nearest utility pole for transmission via email or telephone. Further, RFID technology can be used as a guidepost for the visually disabled. Lighter uses can be imagined: an RFID attached to a tree, for example, could hold information on the tree itself, for use in school field trips or the like. In times of disaster, evacuees can search for shelters by acquiring information from utility poles. On the other hand, if utility poles fail or collapse, information related thereto can itself be useful for the power company. In these uses, the information source must be installed outdoors, highlighting the advantage of RFIDs over two-dimensional barcodes, which are liable to become dirty.
Conclusion
This chapter discussed progress in the development of RFID writers/ readers for use in the collection of damage information, as well as the deployment of this technology in information sharing and damage information collection systems. Going forward, we will need to conduct verification testing at a test site, pursue greater convenience in design, and study ways to achieve widespread use of electronic nameplates while pushing ahead with system development. We anticipate the incorporation of the RFID writer/ reader into mobile phone terminals in the future. Commercialization of mobile phone terminals with an RFID read capability has already begun, and realization of write capabilities and improvement of the communication distance of the passive devices are among the technical challenges we must face if we are to ensure broad application in the collection of damage information. Fire and Disaster Management Agency (2004) . FY2003 report of a development committee on information systems to support firefighting in challenging underground areas, Fire and Disaster Management Agency , Tokyo. (In Japanese) 
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